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How transformation and digitalization create new fragilities in critical infrastructures

An Infinite Loop

Status quo in the Energy sector
A look at three eras of transformations since the 
1990s with new technologies and new challenges.

Infinite loop: Change and progress
Four drivers for change - disruptions to systems are 
countered and steered from fragility back to resilience.

Impact of transformation
Applying the model and mitigating effects of change 
for a more resilient infrastructure.

Transformations of Infrastructure Systems, 4th November 2021 International Conference of the Research Training Group KRITIS
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Three eras of change in the Energy sector

1990s: Computerization 2000s: Networking 2010s: Internet of Things

Business optimization
Automation

Deregulation - data exchange
Connected systems/entities (OT/IT)

Data driven business models
Predictive maintenance

New operational vulnerabilities 
are added to systems

Vulnerabilities due to networking
New access for attackers

Ubiquitous data and connectivity
Regulatory frameworks
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Why progress leads to fragilities

Business & Society

Government & Regulation (New) Technologies

Convergence
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(Accepted) 
Resilience

Change

Fragilities

Measures

The loop of resilience and fragility
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Anticipate changes to break the cycle

Fragility

Change in critical 
infrastructures

TechnologySociety

challenges:

results in:

Will it ever stop?

Counter-
measures

Anticipate

Security by DesignContinuity

implement:

design:

What to do?

= reduces resilience = increase resilience

no
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An anticipation of the 2020s

2020s
Pervasive Complexity

Fragilities
MPOF: Multiple points of failure and 
MMAV: Many more attack vectors

Government:
Regulation with more 

requirements for 
information exchange

Technology:
Cloud technologies

IT on demand

Business/Society:
Skill gap (lacking IT)

Diversification of business

Convergence: 
IT and Internet converge

Resilience
More emergency interventions, more 

edge events – vulnerable supply

E
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